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[Z] audit Guide Wizard b 3
How concerned about security are you? i
{®) Show me all issues that may have security implications.
() Show me likely problems.
() Show me only remotely exploitable issues.
I'am concemed about attacks that can criginate from remote and local attackers.
This program might be influenced by data sources that have not been verified for
data integrity.
Are you concerned about code quality in addition to security?
{®) Show me all code quality issues.
() Show me quality issues that may result in program instability.
() No, I don't want to see code quality issues.
Iam concerned about issues that may impact stability or make the codebase
more difficult to maintain.
Is this a Java EE Web application?
(® Yes
IMNao
W
Scan | Cancel
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[i2] Fortify SCA Scan Wizard - X
Introductio Project Roots:
Ciupload\python\test

Welcome to the Fortify SCA Scan Wizard (Scan Wizard). Use
this tool to configure and run scans of your project code
quickly and easily through Fortify Static Code Analyzer. The
Scan Wizard enables you to run your scans locally and in the
Fortify ScanCentral remotely. Finally, if you have a Fortify
Software Security Center account, you can upload your scan
results to the server.

Before you start, make sure that you have the following:

+ Location of the build directory of the project to be
scanned

+ Access to the build directory of the project to be
scanned

- I you are scanming Java code, the Java JDK version used
in developmet

« If you plan to use ScanCentral, the URL for your
ScanCentral controller

+ (Optional) Location of your custom rule files

If you plan to send your scan results to Software Security
Center, you also need:

+ Your Software Securlty Center username and password
- Software Security Center server URL
- Upload token

Note: If you do not have an upload token, you can use the
Scan Wizard to generate a multi-use token. (You must have a
Software Security Center account to generate a multi-use
token.)

If you do net have Software Security Center credentials, you 24 Project Root | [RERG
must also have the following ot

roject Roat

(@) Introduction Project Roots:

[Bf == x

Welcome to the Fortify SCA Scan Wizard (Scan Wizard). Use
this tool to configure and run scans of your project code € ® o <« upload » python » v 0
quickly and easily through Fortify Static Code Analyzer. The
Scan Wizard enables yau to run your scans locally and in the |R v AT

Fortify ScanCentral remotely. Finally, if you have a Fortify ~
Software Security Center account, you can upload your scan # CESE

results to the server. s
test 021/7/6 22:52
) 4

Before you start, make sure that you have the following: ¥ T

« Location of the build directory of the project to be bl o
scanned Skl #

- Access to the build directory of the project to be
scanned

« If you are scanning Java code, the Java JDK version used Fortify SCA
in development

+ If you plan to use ScanCentral, the URL for your
ScanCentral controller =

« (Optional) Location of your custom rule files o

etc

upload

o RS
If you plan to send your scan results to Software Security

< >
Center, you also need:

i test

+ Your Software Security Center username and password —
+ Software Security Center server URL ETEE
+ Upload token

Note: If you do not have an upload token, you can use the
Scan Wizard to generate a multi-use token. (You must have a
Software Security Center account to generate a multi-use
token.)

f you do not have Software Security Center credentials, you

Add Project Root| Remove Project
must also have the followina

M e

Ciupload\python\test

Welcome to the Fortify SCA Scan Wizard (Scan Wizard). Use
this tool o cenfigure and run scans of your project code
quickly and easily through Fortify Static Code Analyzer. The
Scan Wizard enables you te run your seans locally and in the
Fortify ScanCentral remotely. Finally, if you have a Fortify
Software Security Center account, you can upload your scan
results to the server.

Before you start, make sure that you have the following:

+ Location of the build directory of the project to be
scanned

+ Access to the build directory of the project ta be
scanned

+ If you are scanning Java code, the Java JDK version used
in development

+ if you plan to use ScanCentral, the URL for your
ScanCentral controller

+ (Optional) Location of your custom rule files

I you plan to send your scan results o Software Security
Center, you also need:

+ Your Software Security Center username and password
+ Software Security Center server URL
+ Upload token

Note: If you do not have an upload token, you can use the
Scan Wizard to generate a multi-use token. (You must have a

Software Security Center account to generate a multi-use
token.)

f you do not have Software Security Center credentials, you R Prosi it e
must also have the followina: |

Fortify Scan Wizard 20.1.0.0158 (c) Copyright 2008-2021 Micro Focus or one of its affiliates < Back Next >

Cancel
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Review Source Files Show Languages in Source Tree: | All Languages

Select the files to include in your scan

By default, the source tree on the right includes the files for all
languages in the specified directory, and the Languages
Included in Scan panel lists the number of files found for each
language.

To display the files only for a single language, from the Show
Languages in Source Tree list, select the language.

To exclude a subset of the language or languages in the project
directory from the scan, in the Languages Included in Scan
panel, clear the check boxes for the languages to exclude.

To include another project directory in the scan, dick Add
Project Root, and then navigate to and select the additional
directary.

To use an SCA Build Integration option, under Enable Build
Integration, select the check box for the option you want to
use. Selecting a build integration option disables the associated
language selections in the Show Languages in Source Tree list
For example, if you select Ant, the Java language check box is
disabled. This prevents Fortify Static Code Analyzer from
translating the same files multiple times.

g Cuploadipython\test
" testpy

Enable Build Integration
Ant Makefile Maven MSBuild Visual Studio Xcode

Fortify Scan Wizard 20.1.0.0158 () Copyright 2008-2021 Micro Focus or one of its affiliates

(4)  HEFRPESCIF

Specify the path for additional import directories. Fortify SCA
does not respect the PYTHONPATH environment variable that
the Python runtime system uses to find imported files.

Add Project Root

Al

Languages Included in Scan

(0 files)

C#.NET / VB.NET (0 files)

Classic ASP (0 files)

ColdFusion (0 files)

Flex / Action Seript (0 files)

Go (0 files)
HTML (

Java (0 files)

Java Bytecode (0 files)

JavaScript / TypeScript (0 files)

JSP J2EE (0 files)

Kotlin (0 f

PHP (0 files)

SQL (0 files)

Python (1 files)

Visual Basic 6 (0 files)

XML (0 files)

Remove Selected Projec

Fortify Scan Wizard 20.1.0.0158 (c) Copyright 2008-2021 Micro Focus or one of its affiliates.

(5)  AJSUIA S

< Back Next = Finish Cancel
Add File Directory,
< Back Cancel




Translation

Specify how to run your scan and how to handle the output.

‘Windows Script: Select this check box to generate a script
formatted for Windows. In the Script file location box, enter
the directory in which to store the script.

Unix Seript: Select this check box to generate a script
formatted for Unix or a Unix-like operating system. In the Script
file location box, enter the directory in which to store the
seript.

Scan phase: Select this check box to initiate an SCA scan of the
translated data.

Scan result name: To use a file name other than the default
shown in the Scan result name box, type a name for the FPR
file produced by the scan. Make sure that you include the fpr
file extension in the file name.

Quick Scan: Select this check box ta scan the project in Quick
Scan mode.

Upload scan to SSC: Select this check box to upload the FPR file
to Software Security Center.

ScanCentral scan: Select this check box to use ScanCentral to
execute the scan phase remotely.

Include custom rules: Select this check box to include custom
rules in your scan.

Scan memery: Specify the amaunt of memary SCA uses for
scanning.

Windews Script

enerate Script for Windows

Unix Script
[ Generate Script for Unix

Scan phase (in addition to translation phase)

Scan Options

Scan result name: [Fortifytestfpr

Quick Scani

[JUpload scan to SSC
[ ScanCentral scan

include custom rules

Scan memory:

1
Script file location: |CAupload\python\test\Fortifytest.bat Browse
Script file location: | Cupload\python\test\Fortifytest.sh Browse
1 14268 / 15854 Mb
< Back Finish Cancel

Fortify Scan Wizard 20.1.0.0158 (c) Copyright 2008-2021 Micro Focus or one of its affiliates.

(6)  SEAMUBIAS SR A A
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Thank you for using the Fortify SCA Scan Wizard

Important: You cannot run a script generated on a Windows
machine on a non-Windaws machine. Likewise, you cannot run a
script generated on a non-Windows system on a Windows
system.

To use this script, copy it to the relevant directory and run it.
The script translates (and scans, if selected) the files you
specified when you generated the script.

@echo off
REM

REM Script generated by Fortify SCA Scan Wizard () 2011-2021 Micro Focus ar ane of its affiliates

REM Created on 2021/07/06 23:03:23

REM
REM Generated for the following languages:
REM Python

REM ##

REM DEBUG - if set to true, runs SCA in debug mode
REM SOURCEANALYZER - the name of the SCA executable
REM FPR - the name of analysis result file

REM BUILDID - the SCA build id

REM ARGFILE - the name of the argument file that's extracted and passed to SCA

REM BYTECODE_ARGFILE - the name of the argument file for Java Bytecode translation that's extracted and passed to SCA

REM MEMORY - the memory settings for SCA

REM SCANSWITCHES - parameters to be passed to the analysis phase of SCA
REM LAUNCHERSWITCHES - the launcher settings that are used to invoke SCA

REM OLDFILENUMBER - this defines the file which contains the number of files within the project, it is automatically generated
REM FILENOMAXDIFF - this is the percentage of difference between the number of files which will trigger a warning by the script

REM

set DEBUG=false

set SOURCEANALYZER=sourceanalyzer

set FPR="Fortifytestfpr"

set BUILDII est”

set ARGFILE="Fortifytest.bat.args"
ortifytest.bat.bytecode.args”
mx14268M -Xms400M -Xss24M

set LAUNCHERSWITCHES=""

set SCANSWITCHES=
set OLDFILENUMBER="Fortifytest bat.fileno™
set FILENOMAXDIFF=10

set ENABLE BYTECODE=false

e MRAECTRAATA Sl sl s s

Fortify Scan Wizard 20.1.0.0158 () Copyright 2008-2021 Micra Focus or one of its affiliates.
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» IKEBRE > FAHBEEER (C) » upload » python » test

s
=

| [%] Fortifytest

2021/7/6 23:04

g =
| ] testpy
4
2
"

2021/7/6 22:52
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Linux 3 H iz

LA Linux & C/CHARFA AU i

1.

g%

LR BB IT T, BT EMET C/C+HREFF AR 4 2%, 10 TH 7% -
gcc —l. —o hello.o —c helloworld.c

it gec SRR LRI,

PRI

LETFPRIE, M sourceanalyzer fr 447 (LT SC It
sourceanalyzer —b <build_id> gcc —I. —o hello.o —c helloworld.c
PRI S P

TERBIE, M sourceanalyzer fr 4T FUE SO R R 2 e 3Pk
.

sourceanalyzer —b <build_id> —scan —f hello.fpr

Hr ARy i<build_id>556 2 2 ar S W AY<build_id>AH[F . I A
WMEE RSO R, AT DA T gh R SO A B i 4
AN CEREN AT g A

TERASM S, i sourceanalyzer iy & 3EA T AU SCAIAHE S 45 R SC 4=
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5.3.2. i0S T B i,

1. i0S T H M4 F
(1) i0S i H 752 B non—fragile Objective—C runtime #<x, (ABI version 2
g} 3)
(2) i Apple “xcode-select command-line tool” # & Xcode path,

[ I Fortify {5 .
(3) PRI H A R S E B SR H
(4)  BEXF Swift A8, BHERPAA S =5 B E 90, f93% Cocoapods.
(5)  WNARIAH S HE R RS RS, SRR BTN XML #5
A, it Xcode BY putil fy2 i THE .
(6) FXF Objective-C Wi H, FHFEIRUESLSTHFREB RO
(7) 1R WatchKit MA, F5ZE[FHFHAL iPhone Y AT WatchKit 4”& H #5.
2. 10S ARSI T

sourceanalyzer —b <build_id> xcodebuild [ <compiler_options>]

6. M &4 AR
6.1. 3T “Audit Workbench” A= i 4

LFTFT “Audit Workbench” HH “Tools-Reports”, %4 “Generate BIRT Report”

5 “Generate Legacy Report” .
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\AppData\Local\Fortif\AWB-20.1.0\rich h f; = X
it Tools Options Help
Filterser | Smart View ssues || B Project Summary 33 = B Functions 5 S
' Project S =
. [E T Summary| Certification | Build Information | Analysis Information Show: Al z
Audit Guide...
R - Group by: | package | Legend
—— Reports. > Generate BIRT Report.. I Scanned: 158 files, 2,433 LOC (Executable) Include AP
WiEre Al B Generate Legacy Report. Total Issues: [FlExternal Finternal [ Superclasses
>3 Cor . = Warnings: 9 occurred during scan Certification: Results Certification Valid
> [ Crd Upload Audit Project > Top-level functions A
> @ /login
»[Cre Configure Source Path.. > i pages:
> [ De
: Dar Exfract SoutceCodes All Issues by Folder S W hessed
= p:s Select Bugtracker.., . > i /pagesfcommon
o Disconnect Bugtracker 9 5 B /pagesfcontent
> [ Pa
J[prv  Project Configuration.. > # /pages/content/oper
> [ $QL Injection - [0 / 4] High (33) > 8 /pagesfoper
= . > # /pagesfiiles
> [ SQL Injection: Hibernate - [0 / 13]
Waal Enrruntinn: Incarirs Mada nf Onaratin ¥ > W stuts tags
< > 8 com.fortify.samples.riches
@’ [Aeened > # com.fortifysamples.riches database
= > Hi comfortify.samples.riches legacy. mail
B Analysis Trace 2 S =0 - _ > 8 com.fortify.samples.riches.model
. 1 Audit 8 Details Recommendations History Diagrem = Ja &) > i com.fortify.samples.riches.oper
Issue: > i comfortify.samples.riches.restful
> # com.fortify.samples.riches webservices
User: > i com.opensymphony.work2
—— 5§ hitpy/fjava.sun.com/jsp/jstifcore
Analysiss | v 3 8@ hetp/s 1SP/Page
Edit.. > i httpy/jtiles.apache.org/tags-tiles
> B javaio
|Click to append comment (Crl+Enter to ‘ > i javalang
save) ; > j et
| More Information... 8 javan e
Recommendations... [2]]

2 FEAR A AR “ Report Template” %4 “Developer Workbook”, &1 “ Generate”

A, TR HERER .

E Generate Report

BIRT Report

Report Template

Developer Workbook

[ ] Key Terminology
Include the 'Description of Key Terminology' section

[ ] About Fortify Solutions
Include the 'About Fortify Solutions' section

b Issue Filter Settings

\PDF  ~

Format:

Location: | Chlsers\AdministratoryDeskiop\riches, java2 D| | Brow

SE.. |
]

| Generate || Cancel




DBEw =R TE

[l Project Summary 22 ==

g 9 I T | T |
Summary | Certification | Build Information | Analysis Information |

Build ID: ';'fE Generate Report «+ [ (Executable)
Scan Date: 2(
Wwarnings: 2| BIRT Report n Valid

| Report Template

i | Wl ockel L

E Report generation *

I@ Report was generated successfully.

=

| Format: PDF v

it Detsils Location: | C\Users\Administrator\Desktop\riches java2 D Browse... = H
Issue: ‘
: 1 Generate Cancel
User:
|—"._
Analysis: v
Edif..

|Click to append comment (Ctrl+Enter to

save)
More Information...

Recommendations...

6.2. it “Scan Wizard” 4 iR &

L “Scan Wizard” Ty ZUEATINAINAT, S48 for PSR SO, A58
1 Ay AT T3 ORI AR ES RSO AR S e ST

6.3. L ArSATE BN IAM

WL “Scan Wizard” 72U Ay 47 F =CAE O 45 R Sk s, AT AR T
“ReportGenerator” #2342 BN 45
TR, ET . fpr 855 SCHAE AL PDF A% =X it 2.

ReportGenerator —format pdf —f <my_report>.pdf —source <my_results>.fpr

<my_report>.pdf R4 i) PDF #&=UHR 52 R, <my_results>.fpr Ryilidgh 5
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